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1
Decision/action requested

This contribution proposes a pCR for the conclusion for KI #6 of TR 33.813.
2
References

[1]
3GPP TR 33.813 “Study on Security Aspects of Enhanced Network Slicing (Release 16)”
3
Rationale

Evaluation is added to the solution.
4
Detailed proposal

************************ Start of Changes ***************************
7.12
Solution #12 Privacy protection of NSSAI
7.12.1
Introduction

This solution addresses the Key Issue #6 Confidentiality protection of NSSAI and home control.

This solution is based on the notion of temporary S-NSSAI (T-S-NSSAI) as in solution #8. In this solution, UE are offered a temporary NSSAIs (T-S-NSSAIs) instead of cleartext S-NSSAIs in registration procedure. After that, to preserve the privacy, when UE use the T-S-NSSAI to access the slice, CN will generate a new T-S-NSSAI for the S-NSSAI and allocate for the UE.
7.12.2

Solution details

Figure 7.12.2-1 illustrates this solution












Figure 7.12.2-1: Privacy protection of NSSAI
1.
The UE has registered successfully to a PLMN and 5G NAS security context has been created. 

2.
In the registration procedure, core network calculates UE-specific T-S-NSSAIs according to allowed S-NSSAIs. Then, CN stores the {allowed S-NSSAIs, T-S-NSSAIs} tuple.

3.
In the registration/service accept message, {allowed S-NSSAIs, T-S-NSSAIs} tuple will be sent to UE instead of cleartext S-NSSAIs. 

4.
In a slice registration request message, UE transmit T-S-NSSAI to CN.

5. 
CN is able to restore allowed S-NSSAIs according to T-S-NSSAI. Core network calculates a new UE-specific T-S-NSSAI according to allowed S-NSSAI. Then CN cancel the old T-S-NASSAI, and stores the {allowed S-NSSAI, new T-S-NSSAI} tuple.
6.
In the Slice registration Accept message, the new T-S-NSSAI will be sent to UE.

Editor’s Note: It’s FFS how the RAN is able to select the allowed S-NSSAIs to particular AMF.
Editor’s Note: How often the T-S-NSSAI is refresh is FFS.
Editor’s Note: It’s FFS how the home network control is performed.
Editor’s Note: Details on which NFs are allocating the T-S-NSSAI are FFS.
Editor’s Note: It’s FFS how effective the proposed solution with idle mobility.
7.12.3
Evaluation 


The solution #12 addresses the key issue #6, the solution introduce a notion of temporary T-S-NSSAIs similar as introduced in existing Solution #8. The UE and CN need to maintain a mapping list between allowed S-NSSAIs and T-S-NSSAIs. The T-S-NSSAI will be updated every time when it is used, and accordingly the allowed S-NSSAI and T-S-NSSAI mapping relationship will also be updated. This solution will allow UE to use only the refreshed T-S-NSSAI, thus achieving enhanced privacy protection.
************************************ End of Changes ********************************
CN





RAN





UE





Provisioning





   





























1.Registration has been performed successfully and 5G NAS established.





2. Allocate the T-S-NASSAIs for S-NSSAIs for the UE. Store the {S-NSSAIs,T-S-NSSAIs}tuple.





3.Registration accept.({allowed S-NSSAIs,  T-S-NSSAIs}tuple...)
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4. Slice Registration Request(T-S-NSSAI).





5. Restore the S-NSSAI from T-S-NSSAI. Generate and allocate the new T-S-NASSAI for the S-NSSAI for the UE. Cancel the old T-S-NSSAI. Store the {allowed S-NSSAI, new T-S-NSSAI }tuple.








6. Slice Registration Accept({allowed S-NSSAI, new T-S-NSSAI}tuple...)








